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Organizational learning improves the security of information system. This study aimed to test and
prove whether organizational learning had an effect on the security of information system. Data was
gathered through survey, by administering questionnaires to public banks in Indonesia, and was tested
using SEMPLS. This study employed explanatory research methodology. The findings showed that
insecure information system was found to be the result of unoptimized organizational learning. In other
words, organizational learning is a determining factor for a sufficient information system security.
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INTRODUCTION

Eroglu and Cakmak (2016) argue that security is a
measure implemented to examine an entity’s maturity in
determining the potential risks and solutions for
information system. Since information security cost in
implementing new technology affects the external
financial report and internal decisions, security is critical
in creating quality information (Davis, 1996). Loch et al.
(1992) note that the biggest risk to information system
security comes from inside the enterprise. Furthermore,
Spears and Barki (2010) found that at least half of
information security breach cases was perpetrated by
internal personnel. Users of enterprise’s information
system are often involved in risky behaviors that may
harm the security and integrity of the organization,
threaten to publish sensitive information, and weaken the
publicly available technological security (Cox, 2012).
Security is indispensable. Security of information
system is a measure to protect information from both
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internal and external threats (Albrechtsen, 2015).
Because the majority of information systems are
designed and made more flexible so that they are easily
accessed by all groups, the impact on information system
security becomes more lenient, so that it affects the
security of the resulting information system, consequently
system security will guarantee confidentiality, data
integrity  (integrity), and guaranteed availability of
information when needed; availability also has an impact
(Lachapelle and Bislimi, 2013). Wide-networked
enterprises are prone to security risks, particularly on
their application (Curtis and Cobham, 2008). Hence,
system security needs to be more generally focused,
involving more than mere antivirus and network security.
It also needs to focus on the security of business
transactions that involve valuable data. Information
system design must be reliable and effective. It must
implement the principle of timeliness and must be able
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to satisfy the required needs and quality. Information
system must be affordable and secure (Bodnar and
Hopwood, 2010).

Figure 1 displays the graph of bank security breaches
by internal perpetrators based on the 2015 data from
Indonesia’s Banking Financial Service Authority.

Today’'s security problems involve highly-flexible
security risks. Thus, security design must evaluate all
aspects pertaining to system security and human factor in
security policies (Solic et al., 2015). In other words, the
problems of information security system are more than
mere technological problems. The core of those problems
is the human element. To identify risks in achieving and
maintaining competitive advantages in a rapidly-changing
business environment, organizational learning is highly
crucial (Marquardt, 2002).

Ifinedo (2014) found that management can improve
information system security by providing an environment
in which individuals can learn organizational values. In
line with that, Tan et al. (2010) argue that organizational
learning is a process of learning from security incidents,
in which compliance is the key to develop an effective
security strategy.

Similarly, Schneider et al. (2012) note that
organizational learning is a prerequisite for achieving
better security in an organization. Furthermore, Cho
(2007) argues that organizational learning involves a
more intrinsic concept. To encourage system
effectiveness review, an organization with good learning
orientation will facilitate the implementation of new
system.

The results of the research that have been done stated
the need for effective learning to achieve a good system
security situation, the problems that exist in Indonesia in
particular and developing countries in general,
organizational learning is still a problem that needs full
attention.

In Indonesia in particular the strengthening of human
resources through learning is still a problem that must be
quickly addressed by the government (Baderi, 2014).
Furthermore, Baderi (2014) said that the quantity of
Indonesian human resources is indeed very young, but
quality is still minimal, even the competitiveness of
Indonesian human resources is still inferior to
neighboring Malaysia. The same thing was also stated by
Yanuar (2015) who stated that the level of education was
still low with various problems; especially the quality of
human resources needed attention and had to be
addressed immediately.

LITERATURE REVIEW

Organizational learning is a process of knowledge
acquisition and information implementation to adapt to
changing situations. For an organization, learning
involves knowledge acquisition, information
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dissemination, information interpretation, and
organizational retention which successfully adapt itself to
changing conditions. To put it simply, organizational
learning involves behavioral changes based on
organizational and personal experiences (Schermerhorn
et al., 2010: 416).

Coghlan and Rashford (2006) argue that organizational
learning is the process of learning aggregate on
individual, teams, departments, and organizational levels.
Organizational learning is defined as organizational ability
to create, acquire, interpret, transfer, and disseminate
knowledge, aiming to modify behaviors to reflect new
knowledge and insight (Garvin, 2000: 11).

Organizational learning is based on the basic principles
of learning, that is, acquiring and gathering information,
interpreting it, and acting based on the interpretation of
information (Garvin, 2000: 13). Organizational learning
provides the principles and foundations for learning
organization (Cleveland and Plantrik, 1995). Therefore,
organizational learning is also described as a series of
organizational behaviors that reflects a commitment to
continuously learning and improvement.

Senge (1994: 3) notes that organizational learning has
a strong orientation towards human resources.
Furthermore, Baldwin et al. (1997) argue that members of
all levels of an organization, not just the top
management, continuously observe their environment to
obtain key information; to change strategies and
programs as needed to benefit from environmental
changes, and to act with continuously improved methods,
procedures, and evaluation techniques. Organizations
that are willing to experiment and able to learn from their
experiences will be more successful than those who are
not (Wheelen and Hunger, 1986: 9).

Organizational learning is a vision of how an
organization can become an ideal organization (Kofman
and Senge, 1995) using five fundamental disciplines,
each of which contributes to improving the organization’s
life and learning capacity. The five disciplines are
personal mastery, awareness of mental models, building
a shared vision, team learning and system thinking.

Boydell and Leary (1996) and Chaston et al. (1999)
used and tested organizational learning model, which
correlated with implementation, improvement, and
integration, using 21 scale items from five dimensions:
clear vision and mission, leadership commitment and
empowerment, experimentation, knowledge transfer, and
group problem solving. Baker and Sinkula (1999)
measured and tested learning orientation using 18 items
from three dimension, that is, commitment to learn,
shared vision, and open-mindedness. Khandekar (2005)
used 9 items to measure learning in its correlation with
human resources activities. The nine items were: human
resources strategy, training and education, performance
evaluation, reward and incentive, conducive condition,
work team, knowledge creation, management quality,
and flexibility.
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Figure 1. Burglaries in Indonesian Banking.
Source: OJK Financial Report (2015).
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Table 1. Summary of second order validity tests on organizational learning variable.

Dimension Factor weight R? Error variance T CR AVE
Thinking system 0.798 0.637 0.363 17.026
Mental model 0.725 0.526 0.474 9.029
Personal mastery 0.753 0.567 0.433 13.249 0.883 0.342
Team work 0.839 0.704 0.296 26.774
Shared vision 0.647 0.418 0.582 9.152

Information system security

Organizational dependence on information system keeps
increasing. Information system security has become a
critical issue for management in securing the
organization, information system, and security risks
caused by various interrelated internal and external
factors (Feng et al., 2014). Anderson (2003) and Dhillon
and Torkzadeh (2006) state that information system
security is high-quality information which ensures that the
risk from information source is appropriate to technical
control, administration, and behaviors of the organization.
Thus, information system security has become a core
business process in any organization (Trcek, 2003).
Information system security can be viewed from risk-
minimizing perspective. It means that information system
security minimizes the risks that occur from inconsistent
and incoherent behaviors in handling organizational
information (Dhillon, 1995). This has caused an increase
in concerns about organizational information assets
protection (Dhillon and Backhouse, 2000). Todorov
(2007: 1) sees information system security as an IT
security; that is, information knowledge protects the
assets from threats. Information asset is the smallest part
of organizational or personal valuable information. The

security of an information system is an attempt to protect
the information system from various disturbances of
people who want the information system to be damaged
or broken, so that the information generated from the
system is of quality (Table 1).

Garfinkel (1995) proposes that information system
security covers four aspects: Privacy/Confidentiality,
Integrity, Authentication, and Availability. Warkentin
(2006: 10-11) argue that information system security is
comprised availability, integrity, confidentiality, and
authenticity elements. In line with this, Rathore (2004: 75)
notes that information system security depends on three
main criteria, that is, confidentiality, integrity, and
availability (Table 2).

METHODOLOGY

This study employs descriptive and explanatory research methods.
Sekaran and Bougie (2016: 123) argue that explanatory research is
a study conducted to gather descriptions and systematic, factual,
and accurate overview of facts, attributes, and correlation between
variables. Organizational learning is the process of instilling in all
members of organization the skills to identify problems and to find
new ways to solve them in order to improve organizational
effectiveness (Schermerhorn et al., 2010; Gephart and Marsick,
2016; Christensen et al., 2007). Based on various literatures and
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Table 2. Summary of second order validity tests on information system security variable.

Dimension Factor weight R? Error variance T CR AVE
Confidentiality 0.950 0.902 0.098 64.646
Integrity 0.907 0.823 0.177 43.243 0.913 0.545
Availability 0.864 0.746 0.254 29.029
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Figure 2. Path diagram of the measurement model for organizational learning variable.

theories, the concept of organizational learning is defined as
appropriate and accurate data that supports information system
security. Organizational learning in this study refers to learning
process implemented by an organization to support its information
system security.

Information system security is defined as all activities/processes
of protecting information system and data contained in it from
threats or misuse from unauthorized parties (Dhillon and Torkzadeh,
2006; Smith and Jamieson, 2006; Bodnar and Hopwood, 2006;
Hall, 2011; Kim and Solomon, 2012; Laudon and Laudon, 2012).

Hypotheses

The hypothesis proposed in this study is that organizational
learning has positive effects on information system security. The
statistical hypotheses are:

Ho : vy 0; Organizational learning does not have positive effects
on information system security.

Hi : yin > 0; Organizational learning has positive effects on
information system security.

The statistical test used in this study is:

¥

 Se(¥..)

The test criterion is that Hg is rejected if the p-value is smaller than
the real value with a confidence level of 95% or an error rate of 5%.

FINDINGS AND DISCUSSION

Organizational learning is measured through 5 (three)
dimensions, which are operationalized into 15 (fifteen)
indicators. Data processing using second order
confirmatory factor analysis yields a measurement model
for the latent variable of organizational learning, as
shown in Figure 2.

Information system security is measured through 3
(three) dimensions, which are operationalized into 9
(nine) indicators. Data processing using second order
confirmatory factor analysis yields a measurement model
for the latent variable of information system security, as
shown in Figure 3.

The effect of organizational learning on information
system security can be displayed as shown in Figure 4.
Organizational learning is hypothesized to affect
information system security. Table 3 displays the result of
significance test of that hypothesis, using the following
statistical hypotheses:

Ho : y11 £ 0; Organizational learning does not have
positive effects on information system security.

H; : y11 > 0; Organizational learning has positive effects
on information system security.

In Table 3, it can be seen that t.. of organizational
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Figure 3. Path diagram of the measurement model for information system security variable.
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Figure 4. Path diagram of organizational learning’s effect on information system security.

Table 3. Test Result of Organizational Learning’s Effects on Information System Security.

Path Coef. tealc

terit HO

0.341 4.478

1.64 Rejected

learning variable (4.478) is greater than the t.; (1.64).
Since t., is greater than t.;;, on error variance of 5%, Hg
is rejected. Based on this result, it is concluded that
organizational learning has significant and positive
correlation to information system security in public banks.
Considering the positive path coefficient, this finding
provides an empirical evidence that the higher the level of
organizational learning is, the greater the information
system security will be. Organizational learning has a
direct effect of 11.6% on information system security. To
find the effect of size of organizational learning on
information system security, the f* value is calculated.
Data processing reveals that without organizational
learning variable, the effect of users’ competence and

managerial commitment on information system security is
0.802. Hence, the f° value for organizational learning
variable is:

f? = Rzincluded - Rze><<:|uded /1- Rzincluded =0.847-0.802/1 -
0.802 =0.294

* is 0.294, indicating that organizational learning has
moderate effects on information system security.

CONCLUSION AND RECOMMENDATIONS

Organizational learning positively correlates to information



system security because there are still some operational
managers who do not get the opportunity for self-
development because of a limited system of thinking, this
limitation impacts that the limitations of the mental model
of the manager will be disrupted, the impact on mastery
of the manager is limited so that teamwork is not good,
the concept is hampered from building a future vision of
organization, the impact on members of the organization
do not understand the assignment, especially to protect
the information system from attacks/threats from external
and internal parties who want to damage the information
generated by the organization.

The results of this study support the research of
Bartnes et al. (2016) who say that learning will enable
organizations to improve response practices for incidents.
Mattia (2011) said learning can help organizations to
adapt and manage the process of securing organizational
assets, and Kovacich (2016) states that system security
is one of the fastest growing things now, the internet as a
core infrastructure is the target of attacks, so
organizations must have knowledge which is good for
dealing with cyber-attacks through learning.

This study recommends improving organizational
learning by implementing central banking policies
concerning opportunities of self-improvement through
further education and sustainable learning for members
of banking institutions, and by formulating strategic plans
for them to participate in seminar/workshops on
information  system  security, to improve their
understanding. In addition, banks are expected to
implement the results of seminars and comparative study
that are applicable to their organization.

Information system security improvement can be done
by equipping the security system with firewalls, hiring
information system security experts, developing secure
applications that are readily applicable and adaptable to
changing environment, and providing intensive instruction
and trainings in information system security for members
of the organization so that they will be able to handle any
risks and threats to information system security.
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