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Power system operators are often faced with the challenge of identifying the dynamic operating
security modes during the on-line operation of the power system, which requires fast, accurate and
reliable evaluation techniques. The system security constraints are in fact boundaries that surround all
possible operating modes (scenarios) of the power system. In other words, these boundaries form the
feasible operating domain - in the parameter space spanned by various operating variables - within which
the system can safely be operated. For a given operating scenario, the associated security level is
measured by the “distance” (for example, the Euclidean norm) of the operating point from the security
region boundary. This paper presents a novel methodology and computerized scheme, which are
capable of identifying dynamic operating security modes during the on-line operation of electric power
systems. The methodology adopted in this paper includes the development of advanced, highly
efficient computerized algorithms for fast identification of dynamic operating security modes of power
systems. One of the salient outcomes of this paper is the development of a novel framework for
identification and representation of operating security regions in power systems as well as evaluation of
security levels associated with different operating scenarios. While the concepts and principles presented
are general, the work of this paper is confined to the interpretation of the security boundary in terms of
system stability criteria. In addition, the framework presented is applicable quite as well to other criteria

that may be considered.
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INTRODUCTION

The importance of efficient and secure operation of the
power grid has always been acknowledged by the electric
power utilities. In this regard, power system operation
aims, in principle, at maintaining reliable and secure supply
of electricity while minimizing the total cost of operation. In
theory, there are two main objectives that could be
considered, namely the maximization of system security
and the minimization of total operating cost of supplying
energy (Tomsovic et al., 1993; El-Kady, 1986; Albert and
Hyde, 1974; Benguo et al., 2006). In practice, however, the
security requirements are included as constraints rather
than formulating the problem as security maximization
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mandate (El-Kady et al., 1986a, b, c; Allen and Bruce,
1984; Annakkage and Jayasekara, 2007; Aven, 2007;
Popovic et al., 2001). The system security constraints are
in fact boundaries that surround all possible operating
modes (scenarios) of the power system. In other words,
these boundaries form the feasible operating domain - in
the parameter space spanned by various operating
variables - within which the system can safely be operated.
For a given operating scenario, the associated security
level is measured by the “distance” (for example, the
Euclidean norm) of the operating point from the security
region boundary (Zeng et al., 2006; Aghaei et al., 2009;
El-Kady and Ganton, 1989; Srivani and Swarup, 2008;
Athay et al., 1979; El-Kady et al., 19864, b, c).

Security constraints could either be “static” or
“dynamic”. The term "static security" means that all
constraints reflect steady-state quantities such as steady-
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Figure 1. lllustration of operating security region.

state bus voltage violations and steady-state modes are extremely valuable for

transmission line  overloading. In  conventional
approaches, the dynamic security constraints are either
neglected or checked subsequently and independent of
the operating cost minimization scheme. In real power
system operations, however, any re-distribution of
generator powers to minimize fuel costs (economic
dispatch) would also influence the system dynamic
behavior (stability) when a contingency occurs (for
example, a fault which is cleared by a transmission line
outage). Modeling complexity as well as the multi-
discipline nature of the research required have
traditionally prevented the inclusion of the dynamic
system security constraints in the overall optimization
procedure, which would include both static and dynamic
security constraints. While the static security constraints
ensure that the system integrity is maintained during the
steady-state operation, the dynamic security constraints
ensure that the system would maintain its dynamic
robustness during contingency situations. In addition to
static and dynamic security constraints, other boundaries
are defined, for example, in terms of equipment physical
constraints (El-Kady and Ammar, 2009; Al-Ammar and
El-Kady, 2009).

This paper reports on the results of a recently
completed research and development project, which
included the development of innovative computerized
schemes, which are capable of identifying dynamic
operating security modes during the on-line operation of
electric power systems. These identified secure operating

operators who are responsible for maintaining the
security and reliability of the power system on a
continuous basis. The methodology adopted in this paper
includes the development of advanced, highly efficient
computerized algorithms for fast identification of dynamic
operating security modes of power systems.

One of the salient outcomes of this paper is the
development of a novel framework for identification and
representation of operating security regions in power
systems as well as evaluation of security levels associated
with different operating scenarios. While the concepts and
principles presented are general, the work of this paper is
confined to the interpretation of the security boundary in
terms of system stability criteria. Of course, the framework
presented is applicable quite as well to other criteria that
may be considered.

Background and problem formulation

The schematic representation of Figure 1 illustrates the
concept of operating security region, where the level of
security associated with different operating scenarios is
measured in terms of how far the operating point is from
the security boundaries.

In formulating the problem on hand, we denote by R
the field of real numbers. The vector space over R, of n-
tuples (z1, Z, ..., Zy), zy < R is denoted by R". We classify
the problem variables into two groups, namely the state



variables x; € R", which are grouped into the column
vector x, and the control variables ux € R", which are
grouped into the column vector u. We note that the states
x; are those variables which are of interest to the problem
but can only be observed (for example, transmission line
flows), while the controls uy are those variables which can
be adjusted (manipulated) in practice (for example, plant
output powers, var additions, etc.). The state and control
variables are related through as set of n equality
constraints h(x, u) = 0 representing, for example, the
network flow equations. A set of potential operating
scenarios @, (u), | =1, 2, .., N_ is defined to represent
different groupings of the control variables associated
with particular operating decisions that cause the power
system to reside in a particular mode of operation. In
other words, @, (u) defines a particular setting {u," = R™
of the system operating modes resulting from certain
operator decisions.

Now the security assessment problem is formulated in
terms of a System Security Index f(x,u) which measures
the distance, in terms of a particular norm (for example,
Euclidean norm), of a particular system operating mode
and the so-called operating security region S. The
security region S is the feasible space spanned by the
problem variables within which all operating scenarios
are considered secure. Therefore, the security region Sis
defined, in general, by a number of inequality constraints
g(x, u) = 0, which may include — as special case - simple
upper and lower bounds on the state and control
variables X" < x< x” & uF < u<d”. Inthe present work,
the system security index f(x, u) will be defined as the
minimum of the distance norms between a feasible
operating scenario and all relevant inequality constraints.
In other words  f(x, u) = Minimum {over j} of |gj(x, @ (u))|,
where gj(x, @, (u)) is the value of the j-th inequality
constraint evaluated at the operating scenario @, (u).
Obviously large values of f(x, u) would indicate more
secure operating modes.

In order to deal with the presence of the state variables
in the problem formulation in an efficient and proper
mathematical manner, the concept of reduced gradients
(total derivatives) could be employed.

The reduced gradients of the system security index f(x,
u) with respect to the control variables u are denoted by
df/du and, therefore, represent the sensitivity of the
system security index f with respect to v in the sub-space
spanned solely by the control variables. The reduced
gradients can be calculated using the method of
Lagrange multipliers, in which the partial derivatives of
f(x,u) with respect to both x and u are denoted by f, = [df /
ox] and f, = [df / du], respectively, while the partial
derivatives of the equality constraints h (x,u) with respect
to both x and u are denoted by H, = [oh' / 9x]" and H, =
[oh" / ou]", respectively. The Lagrange multipliers are
obtained by solving the set of linear equations Hy'A = f,
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and are then used to calculate the reduced gradients as
df/du = [f, — H.'A]. It is important to note that the reduced
gradients df/du represent a very powerful means for
measuring the sensitivity of the system security level with
respect to various operating decision variables. In other
words, they provide invaluable information on how the
system security is impacted by various operating
decisions made by the system operators.

METHODOLOGY

In this demonstrative application scenario, a portion of an
interconnected power system in North America reported in [Zeng et
al., 2006] is considered, as shown in Figure 2. Two control variables
representing important interface flows (I-1 and I-2) in the system will
be considered in this illustrative case scenario as depicted in Figure
2. The security threshold used in this application is considered to be
the theoretical transient stability limit, although in practical operating
scenarios this threshold is usually specified as a percentage of the
stability limit (for example 90% of the theoretical limit).

Using repetitive simulation runs for various combinations of
interface flow values, the security region is drawn in the variable-
space spanned by the two control variables (interface flows), as
shown in Figure 3. In each simulation run, a full transient stability
analysis if performed with system data altered to attain the specified
values of the two control variables. The security limit values (the

security region boundary) are obtained be
interpolation/extrapolation over those points close to the system
stability limit.

The operating security margins associated with various
combinations of the control variables (interface flows in this case),
which define different possible system operating scenarios, are
evaluated using appropriate arithmetic norms. In the present
application, the minimum per-unit distance in the Euclidean-space
(of the control variables) between the operating scenario point and
the closest point on the surrounding binding (active) constraints is
used to indicate the operating security margin.

The following two important observations can be made from the
results of Figure 3:

1. Only the binding (active) constraints are used to form the
operating security region. In the present application, the binding
constraints represent the system stability limits as well as the
minimum load supply requirements. The non-binding (inactive)
constraints (for example, the line flow limits) do not participate in
forming the operating security region.

2. Two operating scenarios were considered in the demonstrative
scenario of Figure 3. The first operating scenario is defined by the
pair values of 775 and 900 MW of the two interface flows,
respectively, while the second operating scenario is defined by the
pair values of 1150 and 700 MW of the two interface flows,
respectively. The evaluated operating security margins associated
with the two operating scenarios are 0.92 and 0.07, respectively.
The second operating scenario is therefore considered as insecure
since any unforeseen deviations in the control parameters around
the base operating point could lead to system instability.

RESULTS AND DISCUSSION
System model

In this section, applications will be presented using an
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Figure 2. lllustrative security assessment study area (Zeng et al., 2006).



Operating Scenario #1
(Security Margin = 0.92 pu)
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Figure 3. Operating security region for illustrative case scenario.

actual model of the Saudi electricity system. The power
system used in the applications is the interconnected
Saudi Electricity Company (SEC) power grid. This power
system consists of two main regions, namely the SEC-C
(Central Region), SEC-E (Eastern Region). The two SEC
systems are interconnected through two 380 kV and one
230 kV double-circuit lines. In the original (unreduced)
load-flow system model, the interconnected SEC bulk
electricity system comprises 150 generator buses, 637
load buses, a total of 1168 transmission lines and
transformers. In order to prepare a number of meaningful
system models, which are suitable for the present
security assessment studies, a reduced network model
derived from the original base-case is used, which
comprises 119 buses (19 generators, 100 loads), 334
lines and 122 transformers. This system model will be
referred to as the 19-Generator model. The nineteen
generators are distributed as 11 in the SEC-C area, 8 in
the SEC-E area as shown in Figure 4.

Operating security in domain of PP8 - Qassim Powers

In this scenario, the total output powers from both the
PP8 power plant and Qassim area are considered. The
associated operating security margin is evaluated in the
space spanned by these two output powers. A special
simulation module was used to evaluate the impacts on
system security as a result of variations in the output
powers. Figure 5a shows the variation of the operating

security margin (energy margin) with PP8 output power
level. It is clear from the results of Figure 5a that the
security level decreases as the output power from PP8
increases. The insecure region (zero energy margin)
starts at the PP8 output level of about 14 PU. The
sensitivity information of Figure 5a is also of particular
interest and can be used to examine the relative system
security. For example, it is noted that an increase in PP8
power level by 2.5 PU from a base operating level of 10
PU would cause the energy margin to decrease from 24
PU to about 10 PU. This represents a security
deterioration of about 58% for an increase in output
power by just 25%.

On the other hand, Figure 5b shows the variation of the
operating security margin (energy margin) with Qassim
output power level. It is clear from the results of Figure 5b
that the security level decreases as the output power
from Qassim increases. The insecure region (zero energy
margin) starts at the Qassim output level of about 11.3
PU. Again, the sensitivity information of Figure 5b can be
used to examine the relative system security. For
example, an increase in Qassim power level by 4 PU
from a base operating level of 4 PU would cause the
energy margin to decrease from 29 PU to about 13 PU.
This represents a security deterioration of about 55% for
an increase in output power by 200%. Comparing this
result with that of PP8, it is concluded that the relative
increase in Qassim power output has a lesser impact on
system security than that of the PP8. This finding is
confirmed from the results of Figure 5c, which depicts the
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Figure 4. SEC 19-Generators System Model.
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Figure 5a. Operating security margin versus PP8 output power.
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Figure 5b. Operating security margin versus Qassim output power.

relationship between the two output powers and the simulation is the so called “energy margin contours”,
system energy margin. which depict possible combined variations of both PP8
Another powerful feature of the security assessment and Qassim output powers for a given system security
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Figure 5d. Energy margin contours in the domain of PP8 and Qassim output

powers.
level. Figure 5d shows three energy margin contours at 2, margin contours are evaluated as different operating
4, and 6 PU values, respectively. It is important to note scenarios according to the actual network flow pattern in
that, unlike the previous relationships of Figures 5a to 5c, the system. We note from the results of Figure 5d that the

which apply to one system operating scenario, the energy same system security level associated with energy
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Figure 6a. Operating security margin versus SEC-C output power.

margin = 2 PU can be obtained through different possible
pair-combinations of PP8 and Qassim outputs, including
for example {11 PU, 25 PU}, {12.3 PU, 20 PU}, {13.4 PU,
15 PU}, etc.

Operating security in domain of SEC-C and SEC-E
powers

In this scenario, the total output powers from both the
SEC-Central Region and SEC-Eastern Regions are
considered. The associated operating security margin is
evaluated in the space spanned by these two output
powers. As before, the impacts on system security as a
result of variations in the output powers are evaluated
using a special simulation module. Figure 6a shows the
variation of the operating security margin (energy margin)
with SEC-C output power level. It is clear from the results
of Figure 6a that the security level decreases as the
output power from SEC-C increases. The insecure region
(zero energy margin) starts at the SEC-C output level of
about 46 PU. The relative system security can be
examined using the sensitivity information of Figure 6a.
For example, it is noted that increasing the output of
SEC-C from 40 PU to 60 PU would cause the energy
margin to decrease from 180 PU to about 110 PU. This
represents a security deterioration of about 39% for an
increase in output power by 50%.

Figure 6b shows the variation of the operating security
margin (energy margin) with SEC-E output power level. It
is clear from the results of Figure 6b that the security
level decreases as the output power from SEC-E
increases. The insecure region (zero energy margin)
starts at the SEC-E output level of about 6 PU. Again, the
sensitivity information of Figure 6b can be used to
examine the relative system security. For example, an
increase in SEC-E power level by 20 PU from a base
operating level of 100 PU would cause the energy margin
to decrease from 90 PU to about 10 PU. This represents
a security deterioration of about 90% for an increase in
output power by only 20%. Comparing this result with that
of SEC-C, it is concluded that the relative increase in
SEC-E power output has a bigger impact on system
security than that of the SEC-C. This finding is confirmed
from the results of Figure 6c, which depicts the
relationship between the two output powers and the
system energy margin.

As in the previous case, the energy margin contours
depict possible combined variations of both SEC-C and
SEC-E output powers for a given system security level.
Figure 6d shows three energy margin contours at 10, 20,
and 30 PU values, respectively. Again, it is important to
note that in this case, the energy margin contours are
evaluated as different operating scenarios according to
the actual network flow pattern in the system. We note
from the results of Figure 6d that the same system
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Figure 6b. Operating security margin versus Qassim output power.

security level associated with energy margin = 10 PU can
be obtained through different possible pair-combinations
of SEC-C and SEC-E outputs, including for example {45
PU, 400 PU}, {60 PU, 325 PU}, {70 PU, 260 PU}, etc.

Conclusions

This paper has addressed one of the important issues
currently of concern to power system operation and
management, namely the identification of operating
security regions within which the system can operate
safely in order to maintain reliable and secure supply of
electricity to the consumers. In this regard, the paper has
presented a novel framework for identification and
representation of operating security regions in power
systems as well as evaluation of security levels associated
with different operating scenarios. While the concepts and
principles presented in the paper are general, the work of
this paper is confined to the interpretation of the security
boundary in terms of system stability criteria. Nonetheless,
the framework presented is applicable quite as well to
other criteria that may be considered.

The demonstrative application presented in the paper
has revealed several useful observations. Only the binding
(active) constraints are used to form the operating
security region. In the application presented, the binding
constraints represent the system stability limits as well as
the minimum load supply requirements. On the other

hand, two operating scenarios were considered in the
demonstrative scenario presented in the paper. The
evaluated operating security margins associated with the
two operating scenarios are 0.92 and 0.07, respectively.
The second operating scenario is therefore considered as
insecure since any unforeseen deviations in the control
parameters around the base operating point could lead to
system instability.

The application presented for the Saudi electricity
system has revealed several important findings. Several
operating scenarios were analyzed in which the total
output powers from two power plants or areas were
considered. The associated operating security margin
was evaluated in the space spanned by these two output
powers. A special simulation module was used to
evaluate the impacts on system security as a result of
variations in the output powers. In the scenario involving
both the PP8 power plant and Qassim area, it was noted
that the insecure region (zero energy margin) starts at the
PP8 output level of about 14 PU. it was also noted that
an increase in PP8 power level by 2.5 PU from a base
operating level of 10 PU would cause the energy margin
to decrease from 24 PU to about 10 PU. This represents
a security deterioration of about 58% for an increase in
output power by just 25%.

On the other hand, the insecure region (zero energy
margin) starts at the Qassim output level of about 11.3
PU. In this case, an increase in Qassim power level by 4
PU from a base operating level of 4 PU would cause the
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energy margin to decrease from 29 PU to about 13 PU.
This represents a security deterioration of about 55% for
an increase in output power by 200%. Comparing this
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result with that of PP8, it is concluded that the relative
increase in Qassim power output has a lesser impact on
system security than that of the PP8.
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For the operating scenario involving the total output
powers from both the SEC-Central Region and SEC-
Eastern Regions, the simulation results obtained showed
that the insecure region (zero energy margin) starts at the
SEC-C output level of about 46 PU. It is also noted that
increasing the output of SEC-C from 40 PU to 60 PU
would cause the energy margin to decrease from 180 PU
to about 110 PU. This represents a security deterioration
of about 39% for an increase in output power by 50%. On
the other hand, the insecure region (zero energy margin)
starts at the SEC-E output level of about 6 PU. An
increase in SEC-E power level by 20 PU from a base
operating level of 100 PU would cause the energy margin
to decrease from 90 PU to about 10 PU. This represents
a security deterioration of about 90% for an increase in
output power by only 20%. Comparing this result with that
of SEC-C, it is concluded that the relative increase in
SEC-E power output has a bigger impact on system
security than that of the SEC-C.
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