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Mosaic image approaches have been successfully proposed to solve different problems in the image 
processing such as image segmentation. As it becomes a well known art, there are thousands of 
mosaic images available in the internet galleries. In addition, there is quite a big number of free mosaic 
creation software available in the markets. In this paper we will study the features of the mosaic images 
which can help to implement undetectable data hidden approach (that is steganography approach). 
Through the research, we found that mosaic image texture is capable to hide up to five LSB layers. 
Furthermore, there are several papers stated clearly “secure steganography application should be 
engaged with cryptography”. Thus, AES/Rijndael algorithm has been proposed together with the five 
LSB steganography to ensure the highest rate of data hidden side by side with high level of security. 
The evaluation of steganography approaches required either objective test (that is passing the SNR, 
PSNR, MSE or RMSE exam) or subjective test (that is using survey). Many researches conducted to 
approve the failure of the objective exam. Therefore, we evaluated our approach using the subjective 
test. Our survey shown the approximate of 99% is the success rate for the mosaic cover, comparing 
with approximately 50% the success of normal images. 
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INTRODUCTION 
 
With the increase usage of digital multimedia, the 
protection of intellectual property rights problem has 
become very important issue (Findik et al., 2010). Several 
researchers defined the term security as the 
confidentiality, integrity, authenticity, non-repudiation, 
privacy and data protection (Yass et al., 2010; Alanazi et 
al., 2010; Haque et al., 2009). (Hashim et al., 2010; Alam,  
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2009b) said “Privacy and security are very important 
issues being discussed in the literature of the ICT”. 
According to (Qabajeh et al., 2009; Alam and Khalifa, 
2009a; Raad et al., 2010) conclude that privacy, copyright 
and security are very important issues. Mosaic image is 
an image which consists of hundreds or thousands of 
other images (Zaidan et al., 2010g). Mosaic images 
created with a set number (specified by the user) of 
mosaic pieces wide and high with each piece being of the 
same size. The image that is part of a mosaic is called 
mosaic piece. Creating a mosaic image required 
database of hundreds or thousand of images; these 
images  have  the  same  size. When  an image is created  



 
 
 
 
into a mosaic piece, it will resize following the size of that 
section. Each of the mosaic pieces reminded a section of 
the overall mosaic image. One of the most noticeable 
features of the mosaic images is the disparity in size. 
According to one of the internet Galleries, they publish 
mosaic image with size 324 MB, 12.000 * 9.000 pixels 
(Dali, 2009), other example has exceed the 9.4 
Gigabytes with number of pixels: 3,366,400,000 (Gogh, 
2010). This variation in size made the mosaic image as 
the best choice to be a cover for the data hidden 
According to (Zaidan et al., 2010g) steganography in the 
mosaic image is more successes and less detectable 
comparing with the normal images.  
 
 
RESEARCH AIMS AND OBJECTIVES 
 
Generally Data hidden has two techniques, Digital 
Watermark and Steganography (Zaidan et al., 2010a). 
According to (Hmood et al., 2010a,c). Data hidden 
approaches are suffering from the limitation of the size. In 
this research we will try to achieve the following 
objectives: 
 
1. To analyze the features of mosaic images that can 
help to apply the high rate data hidden. 
2. To design investigate the effect of increasing the 
amount of data hidden on the image texture. 
3. To implement a gathering approach based on the 
analysis of mosaic image, and AES/Rijndael 
cryptosystem. 
 
 
RESEARCH QUESTIONS 
 
Implementing a new approach of steganography or digital 
watermark needs to analyze the limitation of recent 
approaches. Thus, this research tries to spot the light and 
answer the following questions: 
 
1. According to (Abomhara et al., 2010; Zaidan et al., 
2010d) Symmetric cryptography is approved to be the 
suitable cryptosystem. How good is the symmetric 
cryptography with data hidden approaches? 
2. Increasing the amount of data hidden within the 
multimedia file might affect the texture of image, video 
frame, and the signal of audio, therefore, the cover of data 
hiding would be affected and the distortion would be 
visible. (Al-Frajat et al., 2010). The question is; is there 
any type of multimedia files, where increasing the amount 
of data hidden might not be visible? 
3. Steganography cannot stand alone (Zaidan et al., 
2010e,f)  the question is; is having a hybrid approaches 
(that is, consists of steganography and cryptography) is 
worthy?  
4. Do you trust the metrics that used to evaluate the 
steganography object? 
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Literature review 
 
A number of techniques have been implemented towards 
improving secure data hidden approaches. They tried to 
overcome two main problems which are the amount of 
data hidden and the security of the data against the 
attackers. The table below depicted the direct related 
work to our approach (Table 1). 

General notes: The most popular application for data 
hidden has been implemented using LSB algorithm. In the 
previous research paper (s), they have discussed the 
capabilities of implement the low LSB encoding within the 
image (Zaidan et al., 2009), audio file (Ahmed et al., 
2010) and video files (Taqa et al., 2009). They conclude 
that 4 LSB layers which mean embedding 50% from the 
size of the cover file are possible in some cases. Yet, an 
approach implement 5 LSB layer of data hidden has not 
appeared in the literature due to the texture problems. 
Another issues has been discussed in the literature is the 
security of data hidden, some research implement their 
own encryption methods such as (Zaidan et al., 2010d,g), 
while other research have used either symmetric or 
asymmetric cryptography such as (Por et al., 2009; Naji et 
al., 2009; Zaidan et al., 2010c; Taqa et al., 2009) to 
overcome the problems of the security. 
 
 
LSB steganography 
 
According to Hmood et al. (2010a,b,c), Ahmed et al. 
(2010), Zaidan et al. (2009), Taqa et al. (2009), Zaidan et 
al. (2010a,c,d,g), Hamid et al. (2009), Naji et al. (2009), 
Por et al. (2008), increase the amount of data hidden up 
to the 5 LSB layers will affect the texture of the image, 
audio and video files, therefore, implementing 5 LSB layer 
approach required a specific texture properties, this 
research mainly conducted to justify this finding and test 
the capabilities of the mosaic images to carry up to 62.5% 
from the size of original image.  
 
 
Cryptography 
 
Cryptography is the science of securing data from 
unwanted individuals by changing it into a form non-
recognizable by its attackers while stored and transmitted 
(Naji et al., 2009). Data cryptography mostly is the 
scrambling of the content of data, such as text, image, 
audio, video and so on to make the data 
incomprehensible, invisible or meaningless during 
transmission or storage called Encryption (Abomhara et 
al., 2010a). 

The main target of cryptography is keeping data protect  
form unauthorized attackers. Data decryption is the 
reverse of data encryption. Nowadays, cryptography is 
not to protect sensitive military information but known as 
one of the major components of the security policy of any 
organization and considered industry standard for provide  
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Table 1. The literature survey of the related work. 
 

Author, data Contribution 
Por et al. (2008) 
 

They combine three steganography algorithms on GIF image through StegCure 
system, they success on implementing StegCure which hide around 33% with high 
level of security using PKI. 

  
Naji et al. (2009), Zaidan et al. 
(2009c) 

They have implemented high rate and high secure data hidden using PE-file with 
AES encryption method, they conclude that AES present a very good algorithm to 
secure the data; moreover, PE-file is the best cover comparing with multimedia files. 

  
Zaidan et al. (2009) The author (s) tried to test the largest amount of data that might be hidden in the 

image using pure steganography. The obtained result was 50% from the size of the 
images with a condition that “no flat area from the same color density” (that is, simple 
texture). 

  
Hamid et al. (2009) They implemented a solution to solve the problem of simple texture by filtering the 

images into complex and simple texture; they used only the complex texture to hide 
the data. they overcome the problems that mentioned at (Zaidan et al., 2009).  

  
Taqa et al. (2009) They implement a frame work to secure the hidden data within the video file, both 

LSB algorithm and AES has been implemented over the MPEG video to ensure the 
robustness and the security of the data hidden. 

  
Zaidan et al. (2010d)  They implemented multi-cover steganography using remote sensing image and 

general recursion neural cryptosystem; they used a non standard method to secure 
the data before hide it, moreover, they create a multi-cover technique to ensure the 
robustness of their approach. 

  
Ahmed et al. (2010) They used the audio file to implement a high rate, robust and secure data hidden, this 

novel embedding method is invented mainly for the purpose of increasing the 
capacity and robustness of low-bit encoding audio steganography technique using 
noise gate software logic algorithm. 

  
Hmood et al. (2010a), Hmood et al. 
(2010c) 

The author (s) illustrated the relation between the quantity of data hidden and quality 
of image using human vision system property and pure Steganography. The main 
purpose of these papers is to evaluate the effect of increasing the amount of the data 
and the quality of image. They come with two recommendations, firstly: the images 
that include a simple texture can hide only 33.3% from the size of image. secondly: 
images that not include any simple texture can hide up to 50% from the size of the 
image. 

  
Zaidan et al. (2010g) They implement StegoMos, StegoMos is a secure approach of high rate data hidden 

using mosaic image and ANN-BMP cryptosystem, however, they hide only 50% from 
the size of the image and they used non-standard method (that is ANN-BMP 
cryptosystem) to secure the data. 

 
 
 
information security, confidence, controlling access to 
resources, and electronic financial business. The first 
usage of cryptography known in ancient Egypt, it has 
passed through different stages and was affected by 
many major events that influenced the way people 
controlled information. In the Second World War, 
cryptography played an important role and was a key 
factor that gave the allied forces the upper hand, and 
enables them to succeed the war, when they were able to 
solve the Enigma cipher machine which the Germans used 
to encrypt their military secret communications (Abomhara et  

al., 2010a,b). 
Cryptography algorithms are either symmetric 

algorithms, which use symmetric keys (also called secret  
keys), or asymmetric algorithms, which use asymmetric 
keys (also called public and private keys). Asymmetric 
algorithms are used for complex systems to do some 
other security objectives such as, Non repudiation, Digital 
Signature, etc. The confidentiality can be achieved using 
symmetric algorithms. DES, 3DES and AES are examples 
of symmetric algorithms. AES is much better than others 
in term of nine factors, which  are  key length, cipher type, 



 
 
 
 
block size, developed, cryptanalysis resistance, security, 
possibility key, possible ACSII printable character keys 
and time required to check all possible key at 50 billion 
second (Naji et al., 2010). 
 
 
Advanced encryption standard (AES) rijndael 
 
At the end of 1990s, National Institute of Standards and  
Technology (NIST) in U.S.A conducted a competition to 
develop a replacement for DES. The winner, announced 
in 2001, is the Rijndael (pronounced "rhine-doll") 
algorithm, intended to become the new Advanced 
Encryption Standard. Rijndael mixes up the SPN model 
by including Galios field operations in each round. It is 
similar to RSA modulo arithmetic operations; the Galios 
field operations generate visible nonsense, but can be 
mathematically reversed. AES have Security is not an 
absolute; it’s a relation between time and cost. Any 
question about the security of encryption should be asked 
in terms of time and cost (Abomhara et al., 2010a; 
Abomhara et al., 2010c). 

Nowadays, there are speculations that military 
intelligence services probably have the technical and 
economic means to attack keys equal to about 90 bits. 
However, no civilian researcher has actually seen or 
reported of such a capability. Actual and demonstrated 
systems today, within the bounds of a commercial budget 
of about 1 million dollars can control key lengths of about 
70 bits. An aggressive estimate on the rate of 
technological progress is to suppose that technologies will 
double the speed of computing devices every year at a 
fixed cost. If correct, 128 bit keys would be in theory is in 
range of a military budget within 30 to 40 years. An 
illustration of the current status for AES is given by the 
following example, where we suppose an attacker with 
the ability to build or purchase a system that tries keys at 
the rate of one billion keys per second. This is at least 
1000 times faster than the fastest personal computer in 
2009. Under this assumption, the attacker will need 
around 10 000 000 000 000 000 000 000 years to try all 
possible keys for the weakest version, AES-128. The key 
length should thus be chosen after deciding for how long 
security is necessary, and what the cost must be to brute 
force a secret key. In some military circumstances a few 
hours or days security is sufficient - after that the war or 
the mission is completed and the information 
uninteresting and without value. In other cases a lifetime 
may not be long enough. Till this moment, there is no any 
evidence that AES has any weaknesses making any 
attack other than exhaustive search that is brute force, 
possible. Even AES-128 provides a sufficiently large 
number of possible keys, making an exhaustive search 
impractical for many decades, provided no technological 
breakthrough causes the computational power available 
to rise dramatically and that theoretical research does not 
find a short cut to avoid the need for exhaustive search. 
There   are   many   pitfalls  to  avoid  when  encryption  is  
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implemented, and keys are generated. It is necessary to 
make sure each and every implementation of security, but 
hard since it requires careful examination by experts. An 
important aspect of an evaluation of any specific 
implementation is to settle on that such an examination 
has been made, or can be conducted (Abomhara et.al, 
2010a; Zaidan et al., 2010b). 
 
 
RESULT TESTING 
 
In this part, we will present the result of the new 
approach. Three standard images has been selected for 
the test, the result of this test has been presented in 
Figure 1: A, B, C and D. the test below depicted the 
capabilities of the mosaic image over the normal image 
on hiding more than 62.5% (5 LSB layers) from the size of 
the original cover. 
 
 
System evaluation 
 
Regarding to measurements metrics, the author will use 
the subjective evaluation since PSNR, SNR, MSE and 
RMSE is not functional. Regardless to (Kanvel and Monie, 
2009) where the author mentioned that the peak signal-to-
noise ratio (PSNR) and root mean square error (RMSE) 
offer a more objective way to compare various algorithms’ 
performance. According to (Hmood et al., 2010b) the well-
known objective metrics (that is PSNR, SNR, MSE and 
RMSE) is not functional. This metrics have been widely 
criticised with perceived quality measurement. 

As we can, it has been depicted from Figures 1, 2 and 
Table 2, the average success of the normal images were 
respectively  94.36111, 33.61111, 39.02778, for Figures 
1B, 2B and 3B. While the mosaic images 99.88888, 
96.44444, 95.47222 for Figure 1 D, 2 D and 3 D 
respectively, which means that mosaic images texture is 
the best comparing with the normal images. Thus, mosaic 
images perform a good cover for data hidden since using 
5 LSB bits is undetectable. This evolution support our 
finding on increasing the amount of the data hidden 
depend on the complexity of texture. 
 
 
Conclusion 
 
The mosaic is an image that is consists of hundreds or 
maybe thousands of other images to create one image. 
The complex texture of the mosaic image helped to create 
an extremely high rate of data hidden using five LSB 
layers without any detectable distortion. The experiment 
above showed the capability of the mosaic image to hide 
a high rate of data hidden without any distortion. Our 
survey shown the approximate of 99% is the success rate 
for the mosaic cover, comparing with approximately 50% 
the success of normal images. Moreover, we selected 
AES/ Rijndael      to      implement      a     secure     hybrid  
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Table 2. Evolution table. 
 

Picture no. 
Evaluators 

Average (%) Person 
1 

Person 
2 

Person 
3 

Person 
4 

Person 
5 

Person 
6 

Person 
7 

Person 
8 

Person 
9 

Picture 1 B 90 100 89 95 85 80 90 100 100 94.36111 
Picture 1 D 100 100 95 100 100 98 100 100 100 99.88888 
Picture 2 B 50 0 35 51 40 0 59 27 33 33.61111 
Picture 2 D 100 99 98 100 85 89 100 100 100 96.44444 
Picture 3 B 55 0 45 65 45 0 66 30 40 39.02778 
Picture 3 D 100 100 98 99 85 90 99 98 100 95.47222 

 
 
 

   

 

(A) 

  

 

(B) 

  

 

(C) 

  

 

 
 
Figure 1. The tested images. 
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Figure 2. The result of the survey. 

 
 
 
approach for data hidden. 
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