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The evolution and development of information technology have facilitated greater sharing of data and
knowledge management for the collection of electronic information by data owners such as
governments, corporations, and individuals. Therefore, they have created huge opportunities for
knowledge management and information retrieval. Recent develoments have helped improve decision
making especially in the fields of medical information, research, and public health organization, among
others. Recently, the control and sharing of data or knowledge management has received notable
attention in research communities. Many approaches have been proposed for different data publishing
needs in different fields. The sharing of data needs control and management to ensure system
integration. Integration is required especially in the management of patient data to secure sensitive
information such as patient identification. Several studies have focused on the management of data in
medical applications to ensure system integration. However, the management and sharing of data in
different fields may result in misuse of information. Therefore, there is a need to build models or design
certain algorithms to manage shared data efficiently and to avoid misuse. The goal is to ensure
authenticity of the data system. In the present study, we systematically summarize and evaluate
different approaches to control the sharing of data and knowledge management in order to ensure
system integration. Moreover, we study the challenges in controlling the sharing of data and clarify the
differences and conditions that distinguish the control of sharing of data from other related problems.
Finally, we correspondingly propose future research directions in the conclusion.
Key words: Knowledge management, electronic information, information retrieval, decision making integration,
authenticity.

INTRODUCTION
The use of information and communication technology
(ICT) in healthcare is increasing (Ernstmann et al., 2009)
because of its potential to improve the effectiveness and
efficiency of healthcare (Kohn et al., 1999). Health

information systems (HISs) help ensure that patients
immediately receive appropriate treatment. Aggelidis and
Chatzoglou (2009) mentioned that the use of information
systems in the healthcare sector is widely accepted,
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Figure 1. Evaluations of outcome measures of health information
technology, by type and rating (Buntin et al., 2011).

particularly in hospitals (Aggelidis and Chatzoglou, 2009).
Information systems (ISs) improve the quality of services
being provided (Scott, 2007). Researchers reported that
the failure of hospitals to adopt new ISs increases
inconvenience and loss of the trust among patients
(Ammenwerth et al., 2003; Lu et al., 2005). Thus, HISs
have gradually replaced traditional hospital procedures
(Ammenwerth et al., 2003; Lu et al., 2005), and studies
have proposed various frameworks for building
trustworthy IS solutions for hospitals.
Healthcare information systems (HISs) in healthcare
organizations such as hospitals is important for providing
and sharing healthcare information among medical staff,
especially physicians and researchers (Yang et al.,
2010). In addition, collaboration is an important
requirement for HISs (Ahmed and Yasin, 2012). The term
―collaboration‖ in the field of healthcare is defined as the
communication
that
occurs
among
healthcare
practitioners when sharing information and skills
regarding patient care (Gaboury et al., 2009; Scandurra
et al., 2008; Weir et al., 2011). Furthermore, healthcare
information is valuable to many organizations for
scientific research or analysis (Chen et al., 2012).
Sharing these healthcare data among different
organizations can significantly benefit both medical
treatment and scientific research in relevant sectors
(Hillestad et al., 2005; Wang et al., 2003; Yang et al.,
2010). Nevertheless, healthcare data typically contains
considerable private information. Sharing this data
directly would pose a threat to patient privacy. Thus,
developing practical models to balance healthcare data
sharing utility and privacy preservation is necessary in
order to improve collaboration among physicians (Chen
et al., 2012; Fung et al., 2010; Gkoulalas-Divanis and
Loukides, 2011; LeFevre et al., 2006; Wang and Yang,
2011). In this context, collaborative in sharing healthcare
information using HISs based on privacy preservation
rarely handles healthcare information sharing among
physicians and researchers at different places need to
collaborate and communicate with each other to provide

safer and more accessible to improve research findings
that lead to enhanced care to patients. The need to
address such collaboration among physicians and
researchers in research activities based on privacy
preservation is of utmost importance. A number of
studies on the benefits of HISs have been conducted in
the healthcare sector. These studies determined their
effect on outcomes, including quality, efficiency, and
provider satisfaction. Three systematic reviews of peerreviewed studies about the benefits of adopting HISs in
healthcare systems have been conducted and covered
from 1994 to 2010 (Buntin and Burke, 2011; Goldzweig et
al., 2009; Wu et al., 2006). Buntin and Burke (2011)
cover the findings of these reviews and mentioned that
92% of recent articles on health IT reached conclusions
that were generally positive (Buntin and Burke, 2011).
Moreover, they found that the benefits of this technology
were beginning to emerge in smaller practices and
organizations as well as in large organizations that were
early adopters. However, dissatisfaction with EMRs
among some providers continued to hinder the potential
of health IT. These realities highlight the need for studies
that document the challenging aspects of the more
strategic implementation of health IT and how these
challenges may be addressed. Figure 1 summarizes the
aforementioned findings on the benefits of health IT to
the healthcare sector.
The collaboration among physicians in sharing
information using HISs in the patient treatment or
research activities within the hospital environment in
many developing countries is very weak (Organization,
2010; Reddy et al., 2011). This weak occurs due to
decentralized and autonomous units and lack of shared
goals within healthcare systems; many HISs are isolated
from one another because of the fragmented nature of
healthcare systems (Fried et al., 2011). Disintegrated
HISs and manual systems hinder information sharing and
collaboration among physicians, thus impeding optimal
use of healthcare resources and delaying because large
amounts of data are difficult to manage and control in a
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Figure 2. Research motivation (Gkoulalas-Divanis and Loukides,
2011).

system that uses paper (Tierney et al., 2010; Van Vactor,
2012) introduced another important factor that affects
collaboration among physicians, that is, privacy concerns
raise the necessity of improving collaboration among
medical staff through HISs. Effective implementation of
HISs requires trust from both the providers who use them
and the patients they serve (Blumenthal, 2009;Chen et
al., 2012; Goldzweig et al., 2009). In such cases, sharing
information regarding patients’ treatment and medical
researches
among
hospitals
is
difficult.
The
aforementioned factors critically affect technology
acceptance in hospitals and collaboration among
physicians, which can lead to poor patient outcomes
(Reddy et al., 2011). The bigger challenge is
strengthening sharing of healthcare information among
physicians and researchers in same or different hospital,
many of which still rely on paper-based records. As such,
introducing new activities to hospitals is a difficult
process. These activities are important in enhancing
healthcare services. Collaborative HISs based on privacy
preservation rarely handles healthcare information
sharing among physicians and researchers at different
places need to collaborate and communicate with each
other to provide safer and more accessible to improve
research findings that lead to enhanced care to patients.
The need to address such collaboration among
physicians and researchers in research activities based
on privacy preservation is of utmost importance.
The privacy preservation is an important issue when
dealing with personal data and can be considered as the
backbone for the sharing data process. There are
numerous real-world applications which require sharing
data while meeting specific privacy constraints.
Consequently, the literature review in this section aims to
clarify the privacy preservation data sharing challenges.
The recent studies refer to the increase privacy and
security consciousness has lead to increased research
and development of methods that compute useful
information in a secure fashion (Clifton et al., 2004; Fung

et al., 2010). Data sharing have been a long standing
challenge for the database community. This need has
become critical in numerous contexts, including
integrating data on the Web and at enterprises, building
ecommerce market places, sharing data for scientific
research, data exchange at government agencies,
monitoring health crises, and improving homeland
security (Clifton et al., 2004). Additional to large amounts
of personal health data are being collected and made
available through existing and emerging technological
media and tools. While use of these data has significant
potential to facilitate research, improve quality of care for
individuals and populations, and reduce healthcare costs,
many policy-related issues must be addressed before
their full value can be realized. These include the need
for widely agreed-on data stewardship principles and
effective approaches to reduce or eliminate data silos
and protect patient privacy (Hripcsak et al., 2014).
Unfortunately, data integration and sharing are hampered
by legitimate and widespread privacy concerns (Clifton et
al., 2004; Fung et al., 2010). Companies could share
information to boost productivity, but are prevented by
fear of being exploited by competitors or antitrust
concerns. Sharing healthcare data could improve
scientific research, but the cost of obtaining consent to
use individually identifiable information can be prohibitive
and these efforts must engage patients as partners
(Hripcsak, et al., 2014). Sharing healthcare and
consumer data enables early detection of disease
outbreak (Tsui et al., 2003), but without provable privacy
protection it is difficult to extend these surveillance
measures nationally or internationally. Besides effective
public safety and health care, collaboration and sharing
between public agencies, and public and private
organizations, can have a strong positive impact on
public safety.
The continued exponential growth of distributed
personal data could further fuel data integration and
sharing applications, but may also be stymied by a
privacy backlash. It is critical to develop techniques to
enable the integration and sharing of data without losing
privacy. As noted above, there is widespread agreement
on the value of personal health data for many uses
beyond direct patient care and treatment. Thus,
discussions about the privacy preservation data sharing
are more important than ever. As part of the overall
problem, the literature review in this study aims to cover
the privacy preserving data sharing as mentioned in the
recent studies. The recent studies indicate to the
emergent privacy issues of healthcare data are important
issue. According to Gkoulalas and Loukides (2011)
mentioned that 62% of individuals worry that their
electronic medical records will not remain confidential
(Gkoulalas-Divanis and Loukides, 2011), and 35%
expressed privacy concerns regarding the collaboration
(publishing and sharing) of their data (Ludman et al.,
2010), Figure 2 shows the motivation for this work.
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The literature review in this study aims to cover the
privacy preserving data sharing as mentioned in the
recent studies, in order to improve the collaboration
among medical staff (relation management) with regard
to medical data sharing for research through review and
classification methods of privacy protection. The recent
studies indicate to the emergent privacy issues of
healthcare data are important issue. In the sections that
follow, we briefly explain the related works and highlight
related literature, collaboration in sharing healthcare
information based on privacy preservation (relation
between sharing and privacy), state of the art privacy
preserving,
privacy
preservation
and
technical
contribution, privacy preservation models, and proposed
model to sharing healthcare information based on control
privacy preservation.

RELATED WORKS
Privacy protection is an important issue particularly with
regards to personal data that must have stringent policies
on sharing. A definition on privacy protection has
specified that access to published data should not allow
potential attackers to learn anything beyond what target
victims had permitted to disclose, which is in contrast to
having no access to the database or the background
knowledge of the potential attacker that he has obtained
from other sources (Dalenius, 1977). The development of
information technology and the collection of electronic
information by data owners, such as governments,
corporations, and individuals, have facilitated higher
instances of data sharing and knowledge management.
Driven by mutual benefits, these data owners have
created broad opportunities for knowledge management
and for information retrieval. Recent developments have
helped improve decision making, particularly in the fields
of medical information, research, and public health
organization, among others. Many approaches have
been proposed for different data publishing needs in
different fields. Data sharing requires control and
management to ensure system integration. Integration is
required specifically in the management of patient data to
secure sensitive information such as the identity of the
patients (Gkoulalas-Divanis and Verykiosc, 2009; Qi and
Zong, 2012). Several studies had focused on the
management of data, such as in medical applications, to
ensure system integration. However, management and
sharing of data in different fields can lead to misuse of
information, disclosure of the identification of the data
owner, and other related problems (Clifton et al., 2004;
Rashid et al., 2012). The primary goal in privacy
preservation is the protection of sensitive data before
they are released for analysis or for re-publication. Data
may be kept at centralized or at distributed data storage
areas. In this scenario, appropriate algorithms or
techniques should be used to protect any sensitive
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information during the knowledge discovery process.
Many approaches can be adopted for privacy-preserving
data mining (Kaye et al., 2010).
An important aspect on privacy-preserving data mining
algorithms and on tools for development and evaluation
is to select the appropriate evaluation criteria. The reality,
however, is that privacy-protected data mining algorithms
with a variety of indicators are not better than other
algorithms. Generally, an algorithm may be practical in
terms of performance or may be slightly better than
others. Users must be provided with a set of metrics to
enable them to choose the best appropriate algorithms
for data privacy preservation. Subsequently, we
formulated a simple introduction on algorithm
performance, data utility, privacy protection degree, and
on the difficulty of different data mining techniques (Qi
and Zong, 2012). In algorithm performance, the algorithm
with O(n2) complexity polynomial time is more efficient
than those with O(en) index of complexity. An alternative
approach is necessary to evaluate time requirements in
terms of average number of operations to reduce the
frequency of sensitive information appearing below a
specified threshold. Possibly, this value does not provide
an absolute measure, but it can be capable of performing
a fast comparison among different algorithms (Qi and
Zong, 2012). Data utility is a very important issue in the
implementation of data privacy protection. To hide
sensitive information, false information may be inserted
into the database or data values can be blocked.
Although sample techniques do not modify the
information stored in the database, they can exhibit a
reduction because of the presentation of incomplete
information (Qi and Zong, 2012). In the degree of privacy
protection, the privacy protection policy prevents the
downgrade of information to a certain threshold, though
hidden information can be derived by some uncertainty.
The uncertainty reconstructed by hidden information can
evaluate the sanitation algorithm. A solution can set a
maximum on perturbation information from the execution
perspective, and then consider achieving the degree of
uncertainty by measuring the constraints of different
purification methods. We intend to define an algorithm
that can achieve the highest uncertainty and that is better
than all other algorithms (Qi and Zong, 2012). In difficulty
of different data mining techniques, we must measure the
difficulty of data mining algorithms, which differ from the
purification method, to provide full estimation on the
purification method called parameter horizontal difficulty.
Parameter estimation must consider the data mining
classification, which is important to the test. Alternatively,
we may need to develop a formal framework that can
ensure privacy assurance for an entire class of
sanitization algorithms upon testing one against preselected data sets (Qi and Zong, 2012).
The recent studies refer to the increase privacy and
security consciousness has lead to increased research
and development of methods that compute useful
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information in a secure fashion (Clifton et al., 2004; Fung
et al., 2010). Data sharing have been a long standing
challenge for the database community. In other words,
great concern has been directed on the control of data
and it’s sharing to make it available to their owners.
Some reviewers and researchers have even suggested
the use of covert techniques which isolate data such as
encryption technology. Different ways of protecting data
have been dealt with in recent research. The methods
previously introduced include information on how to
spread and use data in research, decision making,
scientific analyses, and other purposes (Fung et al.,
2010). First, the concern is how to control data sharing
and management and avoid the risk of publishing data
that may lead to revealing the real data. Second, there is
lack of unity among the collected data, and their sources
vary as they are collected from various points such as
governments, hospitals, companies, and so on. Third, the
data collected may contain errors. How data are
processed and formatted before access requires a high
level of analysis techniques to extract and determine
knowledge and relationships hidden.
To identify the relationships among different data and
their influence on the results, they must be accurate and
correct, as one type of data relies on the results of the
analysis. Examples are the reasons for the spread of a
particular disease in a particular area in the medical field,
the losses incurred by a company after a change in
business strategy, and the low standards of living in a
society. The main objective of the present research is to
control management and sharing of data in the medical
field, which mainly involves "patient data". The main
objectives of the present research is to sharing
healthcare information based on privacy preservation and
keep data utility for secondary purposes such as
research.
COLLABORATION HEALTHCARE INFORMATION
BASED ON PRIVACY PRESERVATION
Recently, many healthcare organizations are adopting
Customer relationship management (CRM) as a strategy,
which involves using technology to organize, automate,
and coordinate business processes, in managing
interactions with their patients. CRM with the Web
technology provides healthcare providers the ability to
broaden their services beyond usual practices, and thus
offers suitable environment using latest technology to
achieve superb patient care (Anshari and Almunawar,
2012).
There are two basic types of healthcare CRMs, one is
for a healthcare organization to stay in contact with their
patients, and the other is for a healthcare organization to
stay in contact with referring organizations. In other hand,
privacy is critical factor when patients’ information used in
other treatment purposes (Fung et al., 2010; GkoulalasDivanis and Loukides, 2011).

One of the most interesting aspects in medical care is
how to manage the relationship between healthcare
providers and patients (Anshari and Almunawar, 2012).
Fostering relationship leads to maintain loyal customer,
greater mutual understanding, trust, patient satisfaction,
and patient involvement in decision making (Glanz et al.,
2008). Furthermore, effective communication is often
associated with improved physical health, more effective
chronic disease management, and better health related
quality of life (Arora, 2003). On the other hand, failure in
managing the relationship will affect to the patient
dissatisfaction, distrust towards systems, patient feels
alienated in the hospital, and jeopardize business
survivability in the future.
In this context, Usually, CRM is applied in the business
field but not in the medical one. The application of the
CRM model can result in desirable results through
collaboration among hospital in patients treatment and
other purposes such as data analysis, research. In other
hand, Data mining has been used intensively and
extensively by many organizations (Anshari and
Almunawar, 2012). In healthcare, data mining is
becoming increasingly popular, if not increasingly
essential. Data mining applications can greatly benefit all
parties involved in the healthcare industry. For example,
data mining can help healthcare insurers detect fraud and
abuse, healthcare organizations make customer
relationship management decisions, physicians identify
effective treatments and best practices, and patients
receive better and more affordable healthcare services
The huge amounts of data generated by healthcare
transactions are too complex and voluminous to be
processed and analyzed by traditional methods. Data
mining provides the methodology and technology to
transform these mounds of data into useful information
for decision making (Koh and Tan, 2011). In healthcare,
data mining is becoming increasingly popular, if not
increasingly essential. Several factors have motivated the
use of data mining applications in healthcare. The
existence of medical insurance fraud and abuse, for
example, has led many healthcare insurers to attempt to
reduce their losses by using data mining tools to help
them find and track offenders (Anshari and Almunawar,
2012; Christy, 1997). Fraud detection using data mining
applications is prevalent in the commercial world, for
example, in the detection of fraudulent credit card
transactions. Recently, there have been reports of
successful data mining applications in healthcare fraud
and abuse detection (Milley, 2000). Another factor is that
the huge amounts of data generated by healthcare
transactions are too complex and voluminous to be
processed and analyzed by traditional methods. Data
mining can improve decision-making by discovering
patterns and trends in large amounts of complex data
(Biafore, 1999). Insights gained from data mining can
influence cost, revenue, and operating efficiency while
maintaining a high level of care (Silver et al., 2001).
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Figure 3. Integration hospital database system.

Healthcare organizations that perform data mining are
better positioned to meet their long-term needs, Benko
giving an illustration of a healthcare data mining
application; and finally, highlighting the limitations of data
mining and offering some future directions Cios and
Moore31 have argued that data problems in healthcare
are the result of the volume, complexity and
heterogeneity of medical data and their poor
mathematical characterization and non-canonical form.
Further, there may be ethical, legal and social issues,
such as data ownership and privacy issues, related to
healthcare data. The quality of data mining results and
applications depends on the quality of data (Koh and
Tan, 2011).
Recent studies have shown that the development of
effective collaborative HISs to support collaborative work
among medical staff, especially among physicians and
researchers, requires the use of real data. This result is
based on the fact that the collaborative HIS approach
requires appropriate, flexible, and comprehensive
healthcare information based on user (Kuziemsky et al.,
2012; Kuziemsky and Varpio, 2011; Lezzar et al., 2012;
Reddy et al., 2011; Ruxwana et al., 2010; Scandurra et
al., 2008). The findings of the review here indicate strong
relationship between collaboration in sharing healthcare
information and privacy preservation as mentioned in
recent studies, in order to development of effective
collaborative HISs to support collaborative work and
improve patients outcome. Many researchers in this area
proposed healthcare system models for healthcare
information sharing among medical staff, and few studies
focused on the research on healthcare system and
privacy preservation in health sector. However, such
models are not flexible in structure and are difficult to
manage and control because of the enormous data in
complex healthcare systems. The Figure 3 shows the
Integration HISs.
In the past few years, research communities have
responded to the challenges of privacy preservation
through collaborative activities in sharing data as
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mentioned in (Clifton and Atallah, 2007) to eliminate
privacy concerns from patients and help medical
institutions or participants comply with privacy protection
regulations. These approaches encompass several fields
of research. The problems they are trying to address
could be classified into three categories:
The first category focuses on privacy protection in data
sharing during data usage. These kinds of approaches
attempt to protect patient privacy by transforming the
healthcare data before they are shared. The privacy
information may be wiped or reduced after the
transforming process. The de-identification approach
simply detects the private data and deletes them
(Neamatullah et al., 2008). To retain the usability of the
transformed data as much as possible, many new models
and methods are proposed. Privacy-preserving data
publishing models, such as K-anonymity and l-diversity
(Fung et al., 2010), and privacy-preserving data mining
models and methods, such as privacy-preserving
decision trees and associate rule mining (Aggarwal and
Philip, 2008), have been developed as a result of these
studies. The second category focuses on privacy data
management. Many access control models and systems
have been developed to enhance the flexibility of privacy
data management and compliance with regulations.
Elements such as access purpose, data content, and
personal preferences have been brought into these data
access management models (Byun et al., 2005; Smith,
2001). The third category focuses on privacy data
storage and management. Privacy for data storage and
management in a cloud environment has attracted plenty
of attention in recent years. Approaches for privacyaware data storage and auditing in a cloud environment
are proposed to protect private data (Itani et al., 2009;
Wang et al., 2010).
All approaches listed above may be used in privacy
data sharing or management in some way. Many abstract
frameworks have been proposed to realize privacy
protection during data sharing, such as a framework for
privacy preserving data sharing proposed by Chen
(2004). Kennelly (2009) developed an Internet datasharing framework for balancing privacy and utility.
However, to the best of our knowledge, few research
works about healthcare data sharing frameworks that
preserve the privacy of users offer a practical view for
real life application (Chen et al., 2012).
However, one set of methods that would allow health
information to be used and disclosed under existing legal
frameworks is de-identification. De-identification refers to
a set of methods that can be applied to data to ensure
that the probability of assigning a correct identity to a
record in the data is very low (El Emam and Fineberg,
2009; El Emam et al., 2011). Recent studies (Bayardo
and Agrawal, 2005; Campan and Truta, 2009; El Emam
et al., 2012; El Emam and Dankar, 2008; El Emam et al.,
2009; Goryczka et al., 2011; Jiang and Clifton, 2006;
Jurczyk and Xiong, 2009; LeFevre et al., 2005; Parmar et
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al., 2011; Sacharidis et al., 2010; Sokolova et al., 2012;
Sweeney, 2002a, b; Tassa and Gudes, 2012; Truta and
Vinay, 2006) indicate that the K-anonymity model
provides a formal way of generalizing this concept
because K-anonymity provides a measure of privacy
protection by preventing the re-identification of data to
fewer than a group of K data items. As stated in Sweeney
and Samarati (Samarati, 2001;Sweeney, 2002a, b), a
data record is K anonymous if and only if it is
indistinguishable from its identifying information from at
least K-specific records or entities. The key step in
making data anonymous is to generalize a specific value.
Generalized data can be beneficial in many situations as
stated in (Chen et al., 2012; Jiang and Clifton, 2006).
Many applications are used to generalize data in a many
areas, including medical research, education studies, and
targeted marketing.

STATE-OF-THE-ART PRIVACY PRESERVING
This study covers a review of the most relevant areas
below and discuss how our work levels up with recent
state-of-the-art systems.

Privacy preservation in data publication
The preservation of privacy when publishing data for
centralized databases has been examined intensively in
recent years. One thread of work aims at devising privacy
principles such as k-anonymity and subsequent principles
that address problems, which in turn serve as criteria for
judging whether a published data set enables privacy
protection (Nergiz and Clifton, 2007; Sweeney, 2002b).
Another body of work has contributed to the development
of an algorithm that transforms a data set to meet one of
the privacy principles (dominantly k-anonymity).
However, most of these works have focused only on
structured data (Gardner and Xiong, 2009; Li et al., 2007;
Xiao and Tao, 2007).

differentiating protected health information (PHI) from
non-PHI (Gardner and Xiong, 2009). Most importantly,
most of these studies rely on simple identifier removal or
grouping techniques, and they do not take advantage of
recent research developments that guarantee a more
formalized notion of privacy while increasing data utility.

Information extraction
Extracting atomic identifiers and sensitive characters
(such as name, address, and disease) from unstructured
text such as pathology reports can be seen as an
application of the named entity recognition (NER)
problem (Neumann, 2010). NER systems can be roughly
classified into two categories, both of which are applied in
medical domains for de-identification. The first uses
grammar-based or rule-based techniques (Gardner and
Xiong, 2008). Unfortunately, such hand-crafted systems
may take months of work by experienced domain
experts, and the rules will likely change for different data
repositories. The second category uses statistical
learning approaches such as support vector machine
(SVM)-based classification methods. However, an SVMbased method such as that introduced by Sibanda and
Unuzer (Sibanda and Uzuner, 2006) only performs binary
classification of the terms into PHI or non-PHI. It does not
also allow statistical de-identification which requires
knowledge on different types of identifying characters.

PRIVACY
PRESERVATION
CONTRIBUTION

AND

TECHNICAL

In the following, the researcher explains technical
contributions of the survey to data privacy through the
control and sharing of data in knowledge management.
We focus on six aspects of technical contributions, which
we consider to be the most interesting (Xiao, 2009).

Personalized privacy preservation
Medical text de-identification
In the medical informatics community, there have been
efforts in de-identifying medical text documents (Gardner
and Xiong, 2009; Sweeney, 2002b; Zhong et al., 2005).
Most of them use a two-step approach which extracts the
identifying characters first and then removes or masks
the attributes for de-identification purposes. Most of them
are specialized for specific document types, for example,
pathology reports only (Gardner and Xiong, 2008; Zhong
et al., 2005). Some systems focus on a subset of Health
Insurance Portability and Accountability Act (HIPAA)
identifiers, for example, name only (Aramaki et al., 2006;
Gardner and Xiong, 2009), whereas others focus on

We examined the work of (Xiao and Tao, 2006) on the
publication of sensitive data using generalization, the
most popular anonymization methodology in the
literature. The existing privacy model for generalized
tables (that is, noisy microdata obtained through
generalization) exerts the same amount of protection on
all individuals in the data set without catering to their
concrete needs. For example, in a set of medical records,
a patient who has contracted flu would receive the same
degree of privacy protection as a patient suffering from
cancer, despite the willingness of the former to reveal
his/her symptoms directly (mainly because flu is a
common disease) (Xiao and Tao, 2006). Motivated by
this, we propose a personalized framework that allows

Rashid and Yasin

each individual to specify his/ her preferred privacy
protection in relation to his/her data. Based on this
framework, we devised the first privacy model that
considers personalized privacy requests. We also
developed an efficient algorithm for computing
generalized tables that conform to the model. Through
extensive experiments, we show that our solution
outperforms other generalization techniques by providing
superior privacy while incurring the least possible
information loss (Xiao and Tao, 2006).

Republishing dynamic data sets
Data collection is often a continuous process, where
tuples are inserted into and deleted from the microdata
as time evolves. Therefore, a data publisher may need to
republish the microdata at multiple times to reflect the
most recent changes. Such republication is not supported
by conventional generalization techniques because
microdata are assumed to be static (Xiao and Tao, 2007).
We address this issue by proposing an innovative privacy
model called m-invariance which secures the privacy of
any individual involved in the republication process, even
against a rival who exploits the correlations between
multiple releases of the microdata. The model is
accompanied by a generalization algorithm whose space
and time complexity are independent of the number n of
generalized tables that have been released by the
publisher. This property of the algorithm is essential in
the republication scenario, where n increases
monotonically with time (Xiao and Tao, 2007).
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the privacy protection enforced by the solutions by
exploiting various characteristics of the anonymization
approach (Xiao, 2008). To address this problem, we
propose the first analytical model for evaluating the
disclosure risks in generalized tables under the
assumption that everything involved in the anonymization
process, except the data set, is public knowledge. Based
on this model, we developed three generalization
algorithms to ensure privacy protection, even against a
rival who has a thorough understanding of the algorithms.
Compared with state-of-the-art generalization techniques,
our algorithms not only provide a higher degree of privacy
protection but also satisfactory performance in terms of
information distortion and overhead estimation (Xiao,
2008).

Anonymization via anatomy
While most previous work adopts generalization to
anonymize data, we propose a novel anonymization
method anatomy which provides almost the same privacy
guarantee as generalization does. However, it
significantly outperforms it in terms of the accuracy of
data analysis on the distorted microdata (Xiao and Tao,
2006). We provide theoretical justifications for the
superiority of anatomy over generalization and develop a
linear time algorithm for anonymizing data via anatomy.
The efficiency of our solution was verified through
extensive experiments.

Dynamic anonymization
Complexity of data anonymization
We have presented the first study on the complexity of
producing generalized tables, which conform to ℓdiversity, the most commonly adopted privacy model. We
note that achieving ℓ-diversity with minimum information
loss is NP-hard for any ℓ larger than two and any data set
that contains at least three distinct sensitive values.
Considering this, we developed an O(ℓ.d)-approximation
algorithm, where d is the number of QI characters
contained in the microdata (Xiao, 2008). Aside from its
theoretical guarantee, the proposed algorithm works fairly
well in practice and considerably outperforms state-ofthe-art techniques in several aspects (Xiao, 2008).

We propose dynamic anonymization which produces a
tailor-made anonymized version of the data set for each
query given by users; the anonymized data increases the
accuracy of the query result. Privacy preservation is
achieved by ensuring that no private information is
revealed despite combining all anonymized data (Xiao,
2008). For example, even if the rival obtains every
anonymized version of the data set, he/she would not be
able to infer the sensitive value of any individual. Through
extensive experiments, we show that compared with
existing techniques, dynamic anonymization significantly
improves the accuracy of queries on the anonymized
data (Xiao, 2008).

PRIVACY PRESERVATION MODELS
Transparent anonymization
Previous solutions for data publication consider the idea
that the rival controls certain prior knowledge about each
individual. However, they overlook the possibility that the
rival may also know the anonymization algorithm adopted
by the data publisher. Thus, an attacker can compromise

Recent developments in healthcare technology enable
the collection, storage, management, and sharing of
massive amounts of medical data (Lau et al., 2011). HISs
are increasingly adopted in the healthcare sector (Dean
et al., 2010; Makoul et al., 2001). The use of HISs allows
specialists to access comprehensive medical information,
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Figure 4. Collaborative healthcare information management system
based on privacy preservation.

to extract knowledge and reduce medical errors, as well
as to collaborate with other specialists and healthcare
entities to improve the diagnosis and treatment of
diseases. At the same time, reusing medical data offers
the potential to improve medical research findings.
However, reusing medical data must be performed in a
way that addresses important privacy concerns.
Preserving the privacy of medical data is not only an
ethical but also a legal requirement that is posed by
several data sharing regulations and policies worldwide.
For example, in 1996, the Health Insurance Portability
and Accountability Act (HIPAA) title II was enacted in the
USA (Act, 1996; Nosowsky and Giordano, 2006). One of
the purposes of this act is to increase the protection of
patients’ medical records against unauthorized usage
and disclosure. Hospitals, clinical offices, health
insurance companies, and other entities governed by
HIPAA are asked to comply with regulations. In 1997, the
European Council announced Recommendation R (97) 5
regarding the protection of medical data to enhance the
protection of personal healthcare data (DIRECTIVE,
1997). Similar regulations have been enacted in many
other countries (Chen et al., 2012). For example,
contracts and agreements cannot guarantee that
sensitive data will not be carelessly misplaced and end
up in the wrong hands. A task of the utmost importance is
developing methods and tools for publishing data in a
more hostile environment, so that the published data
(shared data) remains practically useful while preserving
individual privacy. This undertaking is termed privacypreserving data publishing (Fung et al., 2009; GkoulalasDivanis and Loukides, 2011; Gkoulalas-Divanis and
Verykiosc, 2009). Privacy-preserving data publishing and
information security communities have recently begun
addressing these issues. Numerous techniques have
been developed to address the first problem, which is
avoiding potential misuse posed by an integrated data

warehouse (Vaidya et al., 2006). Many abstract
frameworks have been proposed to realize privacy
protection during data sharing, such as a framework for
privacy preserving data sharing proposed by Chen
(2004). Kennelly (2009) developed an Internet datasharing framework for balancing privacy and utility.
However, to the best of our knowledge, few research
works about healthcare data sharing frameworks that
preserve the privacy of users offer a practical view for
real life application (Chen et al., 2012).
The finding form this section indicates to K-anonymity
model is suitable methods in sharing information in
healthcare sector. The main features of the K-anonymity
model as mentioned in recent literature: K-anonymity is a
simple and effective (Sweeney, 1997, 2002b) model that
provides a measure of privacy protection by preventing
the re-identification of data to fewer than a group of K
data items (Jiang and Clifton, 2006; Narayanan and
Shmatikov, 2009), providing a formal way of generalizing
this concept (Samarati, 2001; Sweeney, 2002a, b), and
minimizing data utility loss while limiting disclosure risk to
an acceptable level (Morton et al., 2012). In addition, the
K-anonymity model is a simple and practical model for
data privacy preservation (Chiu and Tsai, 2007), and it
guarantees that the data released are accurate (Barak et
al., 2007).

COLLABORATIVE
HEALTHCARE
SYSTEM: PROPOSED MODEL

INFORMATION

The collaborative healthcare information management
system, which was based on the k-anonymization model
and generalization technique, was developed to achieve
the objective of improving collaboration and outcomes
based on a privacy preservation approach. The proposed
framework comprises four phases. The first phase
involves collecting data from different HISs, and then
sending the data to a central database. The second
phase involves data pre-processing, such as missing
values, inconsistent data, data integration, data selection,
and data transformation. The third phase involves
processing data based on the anonymization engine,
which applies the anonymization operation based on the
data generalization technique; this phase involves ―a
strategy for protecting individual privacy in released
microdata records‖. The fourth phase involves sharing
data among researchers based on privacy preservation
as shown in Figure 4.
The idea is that by reconstructing a more ―general‖ and
semantically consistent domain for the attributes and
transforming its values to this domain, identifying
individuals by linking this attribute with external data
would be much more difficult. From the perspective of
information communication technology (ICT), the CHIMS
construction was developed on the basis of an agentbased technique for linking the CHIMS units in different
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departments at hospitals using Web-based application
tools; in this stage collecting healthcare data from
different HISs departments, and then sending the data to
a central database. The second stage pre-processing
data in this study the researcher assume the collected
data of hospital departments is clear. Stage three
collected healthcare data send to anonymization engine
in order to privacy preservation; to anonymize data was
applied generalization, which transforms attribute values
of non-sensitive attributes in the data into values ranges,
so as to prevent an adversary from identifying individuals
by linking these attributes with public available
information. In hospital environment the collaboration
among medical staff increases the awareness of team
members regarding their respective knowledge and skills,
which leads to further improvements in decision making
and improve the research findings in healthcare sector.
Consequently, Collaboration is an important requirement
in health information systems (HISs) because it produces
reliable and rigorous evidence that can inform critical
decisions related to healthcare services. It aids in the
provision of proper, fast treatment to patients, and
healthcare information for research.

CONCLUSION
Collaboration in HISs is important in providing proper and
fast treatment to patients and suitable medical data for
research. Collaboration among current healthcare
departments is important in addressing most HISs
problems and in satisfying all system requirements.
These requirements must maximize information flows
and storage among HISs units to provide information in
an appropriate and timely manner based on privacy
preservation. Anonymization approach has been
successfully used to provide privacy preservation and to
maintain data utility. Therefore, this study improved the
collaboration
research
among
physicians
and
researchers by developing CHIMS based on the kanonymization model, which in turn addressed privacy
preservation and improved healthcare services through
adoption in HISs.
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